Tallinna Ulikooli veebipuhvri teenuse

kasutamine viljaspool tlikooli arvutivorku

Selleks, et kasutada Tallinna Ulikooli veebipuhvrit viljaspool iilikooli arvutivorku, tuleb luua

iihendus serveriga lin2.tlu.ee ning sel viisil tekitada teie arvuti ja Tallinna Ulikooli arvutivdrgu

vahel tihendustunnel. Programmide seadistus oleneb kasutatavast operatsioonisiisteemist, kuid

iildjoontes tuleb ldbida kolm sammu.

1.

Seadistada SSH tunnel.

Selleks soovitame Windowsi keskkonnas programmi Putty ja Maci kasutajatele SSH Tunnel
Manageri.

Windows - juhist Putty seadistamise kohta vaata lk. 2

MAC - juhist SSH Tunnel Manageri seadistamise kohta vaata lk. 4.

Hailestada veebibrauser tunneli kasutamiseks.

TLU ITO soovitus on kasutada Mozilla Firefoxi, kuid juhised on ka teiste veebibrauserite
hailestamiseks.

Juhis Firefoxi seadistamise kohta vaata lk. 7

Juhis Safari seadistamise kohta vaata lk. 13

Juhis Opera seadistamise kohta vaata lk. 15

Juhis Internet Exploreri seadistamise kohta vaata lk. 18

Luua SSH tunnel ithendus logides sisse serverisse lin2.tlu.ee ja avada veebibrauser

lehitsemiseks. Naidet vaata lk. 21


file:///D:/peda/ITO/materjalid/putty%20tunnel/html/200911/pdf%20versioon/veebipuhver_IE.pdf

SSH tunneli seadistamine

Putty seadistamine

Selleks, et kasutada Tallinna Ulikooli veebipuhvrit viljaspool iilikooli arvutivdrku, tuleb luua
iihendus serveriga lin2.tlu.ee ning sel viisil tekitada teie arvuti ja Tallinna Ulikooli arvutivdrgu
vahel iihendustunnel. Selle loomiseks on Windows keskkonnas soovitav kasutada vabavaralist

programmi PuTTY, mida on vdimalik Internetist alla laadida lehekiiljelt
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

voi tilikooli FTP-serverist

http://www.tlu.ee/itfailid/putty/putty.exe

PuTTY ei vaja spetsiaalset installeerimist, piisab lihtsalt allalactud programmifaili kdivitamisest.

PuTTY seadistamiseks on kaks voimalust — lisada registrisse kirje kasutades vajalike vdartustega

* reg faili voi seadistada PuTTY kasitsi.

Registrisse védrtuste lisamine kéib vastava faili kaasabil. Laadige fail alla ja tehke sellel hiirega

topeltklops. Kiisimusele registrisse vaartuste lisamise kohta vastake “Yes” ja 10petuseks “OK™.

Faili vajalike registrivdirtustega leiate iilikooli FTP-serverist

http://www.tlu.ee/itfailid/putty/putty.reg
Putty kisitsi seadistamiseks tuleb ldbida kaks sammu.

1. samm - PuTTY kéivitamisel ilmub aken PuTTY Configuration, kus tuleks Category valikute

hulgast valida Session ja hiilestada server, mille kiilge soovitakse tihendust luua.


http://www.tlu.ee/itfailid/putty/putty.reg
http://www.tlu.ee/itfailid/putty/putty.exe
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

X PuTTY Configuration

Categony:

Ell Session I B asic options for your PuT TY zezsion
L.':'ggmg Specify the destination you want ko connect to

(= Terminal

Host Mame [or IP address) Port

F.evboard . -
Bell inZ. tha. e I|22 |
Features Connection type:

= Window OFaw O Tehet O Flogn s5H O Serid
A

ppea.rance Load, zave or delete a stored session

Behaviour
Translation S aved Sessions
Selection | linZ. by, el I
Colours Default Settings

[=- Connection
Data Bee
Prowy
Rlagin

S5H
serial Cloze window on exit:
Ol ddways (O Never  (5) Only on clean exit
About ] [ Help ] [ Open l [ Cancel

1. Host Name: lin2.tlu.ee
Port: 22
(Port 22 néitab, et tegemist on SSH protokolliga)

2. Maédrata seansile nimi, nditeks lin2.tlu.ee.
3. Salvestada sessioon, vajutades nupule Save.

NB! Kui soovite hiljem seansi seadeid muuta, tuleb vastava seansi seaded laadida, valides

seansi nime ja vajutades nupule Load.
2. samm - Hadlestada seanss tunneli (cache teenuse) kasutamiseks.
1. Avada Category valikute hulgast Connection -> SSH -> Tunnels.
2. Léhte- ehk Source port mddramine. Sisestada vaartus 3128

3. Sihtaadressi ehk Destination aknasse sisestada kirje cache.tlu.ee:3128



X PuTTY Configuration

Category:
= Terminal s Optiong contraling S5H port fanaarding
¥.eyboard

Bell

Featurez
= Windaw [ ] Remate ports do the same [SSH-2 only)

Appearance Fonwarded ports:

Behawviour
Tranzlation
Selection

Cal
5 Ennnzcntij: Add new fonwarded port;

Data Source port 28 Add

Part fonwarding

[]Local ports accept connections fram other hosts

Prosy o
Telhet Destinatian | cache. thyee: 3128 |
Rilogin () Local () Remate () Dynamic
- 55H ® Auto O 1Pwd O IPvE
Kex
Auth
] I Open I [ Cancel

4. Vajutada nupule Add.
5. Salvestada seanss (Session -> Save).

Jargnevalt tuleks seadistada veebibrauser ja seejérel logida PuTTYt kasutades serverisse. Néidet

vaata lk. 21
Juhised veebibrauserite seadistamiseks leiate jargnevatelt lehekiilgedelt:

Firefox — lk. 7, Internet Explorer 1k. 18 ja Opera lk. 15.

SSH Tunnel Manageri seadistamine

Selleks, et kasutada Tallinna Ulikooli veebipuhvrit viljaspool iilikooli arvutivorku, tuleb luua
iihendus serveriga lin2.tlu.ee ning sel viisil tekitada teie arvuti ja Tallinna Ulikooli arvutivdrgu
vahel iihendustunnel. Selle loomiseks on soovitav kasutada vabavaralist programmi SSH Tunnel

Manager, mida saab alla laadida lehekiiljelt
http://projects.tynsoe.org/en/stm/download.php

Kaivitada SSH Tunnel Manager. Vajutades nupule Configuration avaneb Preferences aken.


http://projects.tynsoe.org/en/stm/download.php

Uue tunneli loomiseks vajutage preferences aknas nupule +.

"1 Open tunnels list at run time

Welcome te 55H Tunnel Manager.

No tunnels currently selected, you can choose one
to the left, or create one with the "+ button.

S55H Tunnel Manager
Wisit Web site

SSH Tunnel Manager v2.0 (28) A4

Avanenud aknas sisestada jargmised védrtused:

Name: lin2

Login: kasutaja_nimi

Host: lin2.tlu.ee

Port: 22

Local redirections — Port 3128; LAN Host: cache.tlu.ee, Port 3128



[ Open tunnels list at run time

Name

Login :

Host :

lin2

kasutaja_nimi

lin2.tu.ee

Local redirections

Port | LAN Host |Port ig

[3128 cache.tlu.ee 3128
[+ Remote redirections

" Part | Remote Host |Port

55H Tunnel Manager
Visit Web site

55H Tunmel Manager v2.0 (28)

@

Options... |

A



Veebibrauseri seadistamine

Mozilla Firefoxi seadistamine

Veebibrauseri Mozilla Firefox hidlestamine veebipuhvri kasutamiseks

Firefoxi hadlestamiseks on kaks voimalust. Esimesel juhul kasutatakse Firefoxi addon programmi

FoxyProxy Basic, teisel juhul ilma.
1. voimalus: Firefoxi hddlestamine kasutades todriista FoxyProxy Basic 1.x

1. Kdéivitada Firefox.

Mozilla Fire

2. Laadida programm FoxyProxy Basic 1.x veebilehelt

https://addons.mozilla.ore/en-US/firefox/addon/15023

2] FoxyProxy Basic :: Add-ons for Firefox - Mozilla Firefox E”‘E”g‘
File Edit iew History Bookmarks Tools  Help

- D 3] ttrs:ifaddons. mazili.orgjen-LIs/firefoxaddonf 15023 7 - | [*W% Gooal 2 2 - @3 -

2 ForyProxy Basic = Add-ons for Firefox

m Register orLog in Other Applications ™ =
Ay
Add-ons for e Firefox

all add-ons

I search for add-ons

Add-ons for Firefox

& FoxyProxy Basic 1.1
ke by Eric H. Jung .

FoxyProxy Basic is a simple onfoff proxy switcher. Meet the Developer
W - — Learn why FoxyProxy Basic
[ Add to F"'Efnx] was created and find out

wwhat's next for this add-on ..

Meet Eric H. Jung »

e o = The developer of this add-on asks that you help support its

continued development by making a small contribution.
See All Web Development Add-ons »

== A Suggested Donation: $10.00 See All Download Management »
W What's this? Add-ons

See All Privacy & Security Add-ons »

Share this Add-on

Other add-ons by Eric H. Jung

!_anyF'mxy' Basic v

Version |
Works with Firefox: 2.0 - 3.7alpre
Updated Octaber 15, 2009
! Tags
Developer Eric H. Jung Anonymity
Homepage http:/foxyproxy.mozdev.org ¥ anonymous
DHCP
Rating de ok ok e e 8 reviews DNS
Downloads 10,754 privacy
% private
Proxy
proxying

L
Done (4 autoien-ls | [ 02 iy PrOXy It |l |



https://addons.mozilla.org/en-US/firefox/addon/15023

3. Klopsata lingil Add to Firefox, mille jarel avaneb aken Software Installation ning

kldpsata nupul Install Now

Soffware Installation g|
' Install add-ons only from authors whom you trust.
L. Malicious software can damage your computer or violate your privacy.

You hawve asked to install the Following ikerm;

[

e FoxryProxy Basic [Awthor not verifed]
https: ifaddons . mozilla. orgfen-US firefoxfdownloads/latest/ 15023  addon- 1502 3-late

| Install Mow | Cancel

4. Peale Firefoxi uuesti kdivitamist on FoxyProxy Basic seadistus leitav FF meniiist
Tools -> Options -> Advanced -> Network -> Connection -> Settings

vOi leitav brauseri all-dires oleval olekureal

5. Meniiii Tools alt valida Options. Véljalt Advanced valida sakk Network ning

Connection -> Settings



Options

U B Sl

== L
Iain Tabs Content  Applications  Privacy  Security | Adwanced
Generall Metwiark Il_lpdate Encryption
Conneckion
Configure how Firefox connects to the Internst Settings...

Cffline Storage

Use up ko 50 : IMB of space for the cache Clear Mow

Tell me when a website asks to store data for offline use

Exceplions...
The following websites have stored data For offline use:

[ [a]4 ] [ Cancel ] [ Help

6. Avaneb FoxyProxy Basic seadistusaken

Valida Add New Proxy

& FoxyProxy Basic

File Help

Mode: |Llse proxy "Default” For all URLs W

| Proxies | Global Settings

Enabled Proxy Mame
v Default

Proxy Mokes

d

(=S

-

Add Mew Proxy

Please Donate l [Eet FoxyProxy Plus ] [ Buy Proxy Service ] @

Close

7. Valida sakk General ja lahtris Proxy Name méérata proxy nimi, nt

Proxy Name: TLU tunnel



& FoxyProxy Basic - Proxy Settings

F‘[u:uxy Dekails

Enabled
Proxy Name || TLO tunnel|

Procey Motes

Animate icons when this proxy is in use

Include this proxy when cycling proxies by clicking on statusbar or koolbar {Global
Settings- =5katusbari Toolbar Activation- =Cwcle through modes must be selected)

| #E5BADT | | valid color

8. Valida sakk Proxy Details

Viljal Manual Proxy Configuration sisestada lahtrisse Host or IP Address

localhost

ja lahtrisse Port 3128

124 FoxyProxy Basic - Proxy Settings

General |m|
O Direct internet connection (no praxy)

@ tManual Proxy Configuration
Help! Where are settings for HTTP, S5, FTP, Gopher, and SOCKS?

Host or IP Address || localhost I Port I 3128 I

[] socks proxy?

(:) Butornatic proxy configuration URL  htbplsleff Rpedf Rleddf relative: )

| ®
l:l minukes

Matifications




9. Vajutada nupule OK.

10.Proxy kasutamiseks valida olekuribalt FoxyProxy valikust

Use proxy “TLU tunnel” for all URLs

) Mozilla Firefox

Fil=  Edit Wiew History Bookmarks Tools  Help

- A e > -] [:8- Pl -@ -

| ] (Untitled) + -

I ® Lse proxy "TLO tunnel” for all URLs
Use pracey "Default” For all URLs
Completely disable FoxyProxy

Options
Use Advanced Menus

en-LIs C‘i‘, 0:2 | FoceyProsey: TLO tunne! I o B I

2. voimalus: Firefoxi hddlestamine ilma SwitchProxy Tool abita.

1. Kéivitada Firefox.

2

rMozilla Fir

2. Meniiii Tools alt valida Options.



£ Mozilla Firefox

File  Edit

Wiew  Higtory  Bookmarks BSEERES Help
weh Search
- il |II
Downloads
L8] Most visited P Getting Started 5] Ll add-ons

Errar Consale
Page Info

Cpkions...

3. Viljalt Advanced valida sakk Network ning Connection -> Settings

Clear Private Data...

ChrlHk

Chrl4+3

Ctri4-Shift+3

Chrl4+Shift+-Del

Options
o 2 | ik
== 2
|E| ﬁ % |- == {E-}i.-l
Iain Tabs Conkent Applications Privacy Security Advanced

Generall Metwork IUpdate " Encr}.-'ption|

Conneckion

Configure how Firefox connects ko the Internet

OFfline Storage

Use up ko ME of space For the cache

Tell me when a website asks to store daka For offline use

The Following websites have stored data For offline use:

Exceptions...

[ 84 ] [ Cancel

J |

Help

4. Valida Manual proxy configuration

5. Sisestada HTTP Proxy ja SSL Proxy aknasse kirjed

localhost

Port: 3128




X)

Connection Settings

Configure Proxies bo Access the Internet

(7 Mo prosxy.

(") Auto-detect proxy settings for this netwark
@manual proxy configur ation:

() S0CKS w4 (3) SOCKS ¥

HTTP Proxy: Ilncalhnst I Part: I‘ 5178 o
[ use this proxy server for all protocols
55L Proxy: I localhost I Port: 3128| 5
ETP Proxy: | | Park:
Gopher Proxy: | | Park:
SOCKS Host: | | Port:
|

o Proxy For: | localbost, 127.0.0.1
Example; .mozilla.org, .net.nz, 192,168.1.0/24

(:} Autamatic procey configuration URL:

I QK I [ Cancel l [ Help

6. Vajutada nupule OK.

Interneti kasutamise ndidet vaata lehekiiljelt 21.

Safari seadistamine

Hédlestada Safari veebipuhvri teenuse kasutamiseks.

NB! veebipuhvri teenus alljargneva seadistusega on kasutatav ainult SSH tunneli ihenduse ajal.
Kui iihendus on katkestatud voi pole te iihendust loonud, siis selle seadistuse puhul ei ole teil

voimalik iihtegi veebilehekiilge vaadata.

Kéivitame Safari ja avame mentiiist valiku Preferences

File Edit View History

About Safari I
Report Bugs to Apple... k

k
Preferences... 38, |i
+ Block Pop-Up Windows  {+ 3K

Private Browsing...
Reset Safari...
Empty Cache... NHE

Services |

Hide Safari ®H
Hide Others NEH
C.;,\I_. A

oW A

Quit Safari ®Q




Liigume véljale Advanced ja klopsame lehel Proxies: kdrval asuvale nupule Change Settings ...

—

Universal Access: [ | Never use font sizes smaller than © =

[ Press Tab to highlight each item on a webpage
Option-Tab highlights each item.

Style sheet: [ Mone Selected H

Proxies:( Change Settings... )

[ Show Develop menu in menu bar ®

Seadistame nii HTTP kui ka HTTPS-i kasutama tunnelit.

Mirgime aknas Select a protocol to configure: linnukesega valituks Web Proxy ja sisestame véljale
Web Proxy Server viirtused

localhost:3128

Sama teeme HTTPS iihendusega



A Network

—{A'rrPcrt TCP/IP DNS WINS AppleTalk 802.1X | Proxies II Ethernet 1—

Configure Proxies: f Manually M
Select a protocol to configure: Web Proxy Server
[] FTP Proxy localhost :[ 3128
™ Web Proxy (HTTP) ,
[ Proxy server requires password
W Secure Web Proxy (HTTPS)
[] Streaming Proxy (RTSP) Username:
[ SOCKS Proxy T
[ Gopher Proxy v Fassuiits.

" Exclude simple hostnames

Bypass proxy settings for these Hosts & Domains:
*local, 127.0.0.1|

™ Use Passive FTP Mode (PASV)

® ( Cancel ) )| OK )

Interneti kasutamise néidet vaata lehekiiljelt 21.

Opera seadistamine

Selleks, et kasutada Tallinna Ulikooli veebipuhvrit lehitsejaga Opera tuleb eelnevalt seadistada

PuTTY ja seejérel seadistada Opera tunneli kasutamiseks.

NB! veebipuhvri teenus alljargneva seadistusega on kasutatav ainult SSH tunneli ithenduse ajal.
Kui iihendus on katkestatud voi pole te tihendust loonud, siis selle seadistuse puhul ei ole teil

voimalik iihtegi veebilehekiilge vaadata.

Avada Opera



4 Tiihi lehekiilg - Opera
Fal Redigesrimine  Yaata  Jarjchoidjad  Midinad  Tadristad  Ahi

B Ava B Salvesta Prindi Leia Kodu BR Paani Kaskaadi Haalkasklused
Bm

& XN
'f.“r E Tahilehekilg ﬂ

B B Qo0 v

Meniiii Tooriistad alt vajutada valikule Eelistused

"4 Tiihi lehekiilg - Opera
Fal Redigeerimine Maata  Jarjehoidjad  Vidinad | Tédriistad § Abi
i &4 E-posti ja vestluse kontod., |

. Ava ﬁ Salvesta aPrindi QLeia mkodu | kustuta isiklikud andmed. . =d
X =
¥ O B2 Markmed m
. K Ulekanded Chrl+3
4« 4« & » 9y BB aboubank @ sjalugu Ctrl+TEsteklahy+H + 60
&7 Lingid Chrl+Tosteklahv+l —————————]
Lisaseadistused r
Kireelistused Flz »
Walimus. .. Tasteklahv+F1z

Ctrl+F12

B B oo -

Avanenud aknas litkuda lipikule Lisaseadistused ja valida vasakult Vork ning kldpsata nupule

Puhverserverid.



Eelistused

Oidine | Sau

kaardid Seadista pubverserverid kui sul puudub internetile otsene juurdepas
Sirvimine

Teavitused Pubverserverid, ..

Sisu
Fondid
Allalaadimised

Praogramimid Serveri nimeldpetus., ..

Masra, kuhu Opera peaks minema kui sisestad aadressiribale he séina

Ajalugu
Kipsised

Turvalisus + Saada vitaja info

v Kodeeri rahvuswahelised veebiaadressid UTF-Sga

» Luba automaatne dmbersuunamine

Tadriiskad

Kiirklahvid Maks, (hendusi serverisse alvaikevaartus)

Haal Il I o
Maks, Ghendusi kokku 200vaikevdartus)

Avanenud aknas markida linnukesega valikud HTTP ja HTTPS ning viljadele vairtused localhost ja
pordi véértus 3128

Puhwerserverid

|I0ca|host| I Part |3128 I
|I0calhost I Port |3128 I

Paort

|| Gopher Part

|| wals Port

|| Luba pubrverserveri jaoks HTTP 1.1

|| Kasuka kohalike serveritega pubverservetit

~ Hra kasuta pubverserverit jargmistele aadressidele minnes

localhost
127.0.0.1

|| Kasuta automaatseid puhwverserveri seadeid

. BT B

Vajutada nupule OK.

Interneti kasutamise ndidet vaata lehekiiljelt 21.



Internet Exploreri seadistamine

Selleks, et kasutada Tallinna Ulikooli veebipuhvrit lehitsejaga Internet Explorer (IE) tuleb eelnevalt

seadistada PuTTY ja seejirel seadistada IE tunneli kasutamiseks.

NB! veebipuhvri teenus alljargneva seadistusega on kasutatav ainult SSH tunneli ithenduse ajal.

Kui iihendus on katkestatud voi pole te tihendust loonud, siis selle seadistuse puhul ei ole teil

voimalik iihtegi veebilehekiilge vaadata.

Avada IE
= Blank Page - Windows Internet Explorer Z E|[X|
PR _
@\' 9~ |& about:blank v| +5 | XK | oogle | P~
File Edit Miew Favorites  Tools  Help
f rr— -— o ena »
ﬁ E:% @Blank Page ] ‘ - D EE:] - _%‘ Page - *:;Qj Tools -
IDu:une €9 Internet H100% v

Meniiii Tools alt vajutada valikule Internet Options



f.:‘- Blank Page - Windows Internet Explorer

M =13
C 4—:"17 |@. about:blank, > [ F2) & | |p h

File Edit ‘Wiew Faworibes

Help

Delete Browsing Hiskary... — — »
i/ _ SR
7,\3 E,'ﬁ? (& Blank Page ‘ [ v |ik Page ~ \19‘} Toals =
Pop-up Blocker 3 ol
Phishing Filker »
Manage Add-ons »
Wwindows Update

Diagnose Connection Problems. .,
Spybat - Search & Destrov Configuration

Internet

Enables vou to change settings, o100 v

Avanenud aknas liitkuda valikule Connections ja kldpsata nupule LAN settings

Internet Options

| Gereral | Security | Privacy | Contentl Connections IPrograms | Advanced |

Ta set up an Internet connection, click

Setup.

Dial-up and Virtual Private Metwark settings

Add. ..
Remave. ..
Settings
Choose Settings if you need to configure a proxy
server for a connection,
Mever dial a connection
Dial whenever a network connection is not present
Always dial my default connection
Set default

Local Area Metwork (LAN) settings

LAM Settings do not apply to dia-up connections. LAMN settings

Choose Settings above For dial-up settings.

0K ] ’ Cancel Apply

Avanud aknas aktiveerida valik Use proxy server ...ja klopsata valikul Advanced



Local Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings, To ensure the
use of manual settings, disable automatic configuration,

[ ] Automatically detect: settings

|:| Il=e aukomatic configuration scripk

Proey server

‘Ise a prowey server For your LAK (These settings will nok apply ko
dial-up or ¥PH conneckions),

[ ]Bvpass proxy server For local addresses

[ Ok ][ Cancel ]

Avanenud aknas sisestada HTTP ja HTTPS viéljadele Proxy address to use vaartused localhost ja
pordi vadrtus 3128

Proxy Settings [')__<|
SEervers
B L Tvpe Proxy address to use Port
WE
HTTR: | locahost |: |5tz |
Secure:! lncalhost : I 3128 I
FTP: | | : | |

Socks: | | g | |

[Juse the same proxy server For &l protocols

Exceptions

B Donot use proxy server for addresses beginning with:

-

SE

Ilse semicolons § ; ) to separate entries,

ok Cancel

Vajutada nupule OK.

Interneti kasutamise ndidet vaata lehekiiljelt 21.



Interneti kasutamine

Windows keskkonnas

Putty

Kiivitada PuTTY

Logida lin2.tlu.ee-sse

2 lin2.tlu.ee - PuTTY

NB! Parooli sisestamisel ekraanile stimboleid ei kuvata. Peale parooli sisestamist vajutada ENTER

klahvi. Tunnel to6tab, kui olete sisse loginud.
Veebilehtede sirvimiseks avage Firefox, Internet Explorer voi Opera.
Juhised veebibrauserite seadistamiseks leiate jargnevatelt lehekiilgedelt:

Firefox — lk. 7, Internet Explorer lk. 18 ja Opera lk. 15.



MAC

SSH Tunnel Manager

Kaivitage SSH Tunnel Manager. Tunneli loomiseks vajutage noolega nupule.

w

[ lin2 '
o )

Avanenud aknas sisestage login parool

kasutaja_nimi@lin2.tlu.ee’s password:

a lin2

Connecting...




Tunnel on avatud kui programmi aknas on kommentaar Connected

Veebilehtede sirvimiseks avage Safari.

| Configuration |

Juhised veebibrauseri Safari seadistamiseks leiate 1k. 13.
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